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Trainer/assessor guide
BSBXCS303
Securely manage personally
identifiable information and
workplace information

Welcome to this unit of study

This unit describes the skills and knowledge required to
securely manage personally identifiable information (PII)
and workplace information.

It applies to those working in a broad range of industries
and job roles under some supervision and guidance who
manage large amounts of PII and workplace information.

It may be undertaken as:
part of a formal qualification nationally recognised
through the Australian Qualifications Framework (AQF)
a stand alone unit
part of a formal skill set

© smallprint owns all copyright on its products as detailed in the Copyright Act 1968.
It does not issue licenses for reproduction of this material.



Contents

About this trainer/assessor guide .................................................................................................................................. 4

Learning resource............................................................................................................................................................. 5

Topic 1: Handle PII and workplace information responsibly ..................................................................................... 5

Information standards, practices, and procedures ............................................................................................. 5

Sensitive data ........................................................................................................................................................... 7

Workplace information types................................................................................................................................. 9

Data devices that require confidentiality............................................................................................................ 10

Check your understanding ................................................................................................................................... 11

Topic 2: Store and share PII and workplace information securely.......................................................................... 13

Data sets ................................................................................................................................................................. 13

Access control for sensitive data ......................................................................................................................... 15

Confirm that data is accurate, up-to-date, and comprehensive ...................................................................... 16

Identify malfunctioning infrastructure................................................................................................................ 17

Check your understanding ................................................................................................................................... 19

Topic 3: Apply information protection protocols ...................................................................................................... 21

Data back-up .......................................................................................................................................................... 21

Privacy impact assessments................................................................................................................................. 24

Confirm adherence to data protection compliance standards........................................................................ 26

Check your understanding ................................................................................................................................... 29

Topic 4: Additional learning ......................................................................................................................................... 31

Legislative requirements relating to securely managing PII and workplace information ............................ 31

Organisational policies and procedures ............................................................................................................. 33

Access control ........................................................................................................................................................ 35

Risks and benefits of cloud storage..................................................................................................................... 37

Risks of communicating sensitive information via non-secure means e.g. email and SMS......................... 38

Framework for distributed storage ..................................................................................................................... 39

Technologies, techniques and protocols for storing and retrieving data....................................................... 40

Data protection protocols and standards .......................................................................................................... 42

References...................................................................................................................................................................... 46

Assessment workbook ................................................................................................................................................... 47

Unit information............................................................................................................................................................ 49

What is competency-based assessment?................................................................................................................... 50

How will my competency be assessed?...................................................................................................................... 51

Assessment agreement ................................................................................................................................................ 52

Foundation skills checklist............................................................................................................................................ 53

Skills recognition............................................................................................................................................................. 54

Topic 1: Handle PII and workplace information responsibly ................................................................................... 55

Topic 2: Store and share PII and workplace information securely.......................................................................... 56

Topic 3: Apply information protection protocols ...................................................................................................... 57

2
BSBXCS303: Securely manage personally identifiable information and workplace information
(Trainer/assessor guide) © smallprint V5 Dec 2020



Knowledge questions ..................................................................................................................................................... 58

Topic 1: Handle PII and workplace information responsibly ................................................................................... 59

Topic 2: Store and share PII and workplace information securely.......................................................................... 63

Topic 3: Apply information protection protocols ...................................................................................................... 67

Topic 4: Specific knowledge evidence......................................................................................................................... 70

Performance tasks.......................................................................................................................................................... 81

Third party evidence collection agreement ............................................................................................................... 82

Topic 1: Handle PII and workplace information responsibly ................................................................................... 84

Topic 2: Store and share PII and workplace information securely.......................................................................... 86

Topic 3: Apply information protection protocols ...................................................................................................... 88

Completion record.......................................................................................................................................................... 90

Unit mapping................................................................................................................................................................... 91

Trainer/ assessor user instructions.............................................................................................................................. 93

BSBXCS303: Securely manage personally identifiable information and workplace information
(Trainer/assessor guide) © smallprint V5 Dec 2020 3



About this trainer/assessor guide

Learning resource

The learning resource is divided into the following topics:

Handle PII and workplace information responsibly

Store and share PII and workplace information securely

Apply information protection protocols

Additional learning

Each topic provides information to help you gain the skills and knowledge required to perform the work tasks to which they

refer. Read the information and practise the skills described. You should also take the opportunity to undertake additional

independent research. Your trainer/assessor may also provide supplementary information including interpretation of the

contents of this resource.

At the end of each topic is:

a set of true or false questions

a set of multiple choice questions

These questions provide an opportunity to check your understanding and progress. They are self-marking and do not form

part of the assessment for the unit.

Assessment workbook

To have this unit recognised as a formal qualification you need to have your skills and knowledge assessed. The assessment

workbook provides:

information on competency-based assessment

instructions on how you will be assessed

assessment tools to assess your competence

instructions on how to complete the assessment tasks within each assessment tool

To be assessed as competent you need to provide evidence that you have the skills and knowledge to undertake the

requirements of this unit. This assessment of competency is made by a qualified trainer/assessor from a registered training

organisation. You must complete all the assessments as directed by your trainer/assessor to the required standard. It is not

necessary to work through the guide in the order in which it is written. However this is at the discretion of your trainer/

assessor.

Disclaimer

Information contained in this resource is drawn from sources believed to be reliable. The firm, its employees, agents and

contractors do not warrant the correctness of the sources used and accept no responsibility to any person for any errors or

omissions or for any loss or damage howsoever caused from the use of this resource.
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